MHpopM3almTa

Y4e6Hblil LeHTp

Ob YHEBHOM UERTPE

/3 000 15 000

06YYEHHbIX rOCYAapCTBEHHbIX YUYpeXxXAeHN
crneuvanmcToB ¥ KOMMEPYECKMX KOMMaHNI

21 250

rof Ha pblHKe y4eOHbIX

6e30nacHoOCTH nporpaMm

[0BEPSIHOT HaM 06y4YeHne
CBOWX COTPYAHNKOB

KpynHenwmim y4ebHbl LEHTP NO
KOpPMNopaTUBHOW 6€30MacHOCTU -
bonee 15 WTaTHbIX NpenogaBaTenen,
17 y4ebHbIX ayanTopuii

ExxerogHo yyacTtByem 6os1ee 4em B 30
BbICTaBKax U KOHMEPEHLIMAX, a TakxKe
nyénvkyem 6onee 25 cTaten B
NPOMWIbHbIX — >XypHanax W Ha
OTpaclieBbIX NopTanax




NCMOMBb3YUTE
HALLI BO3MOYXHOCTW
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HpaKTquCKaﬂ HanpaBJ/IEHHOCTb

NMPOAOYKTOBbLIX N TEXHNYECKNX KYPCOB —

70% nabopaTopHbIX paboT

[ncTaHUMOHHOE 0ByYeHme Ha

6a3e BMpTYyallbHbIX 1abopaTopuii 1

PEKOHPUIYPUPYEMbBIX CTEHOB

WHpopM3almTa

Yue6HbIN LeHTP

YanoctoBepeHusa n Anniomsil
NpU3HatoTCH perynsaropamMmm
otpacnu: ®Ch Poccun,
®CTIK Poceum,
MunHKOMCBA3b Poccun

=N
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Coaep>kaHue KypCcoB OTpaxkaeT
nocneaHve N3MeHeHns B
3aKOHOJATENBCTBE U
6asnpyeTcsa Ha HOBEWMLLNX
TEXHONOMMNSIX 1 CpeAcTBax
3aLUNTbI

Oducbl pacnonoxXeHbl 6/IM3KO K
MEeTPO 1 0bnafatoT yA0OHO
MH(MPaCTPYKTYpOK

@)
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MpenoagaBaTeNn-NpaKTuKn —
BeyLIME 9KCNepTbl PbIHKA,
M3BECTHbIE MO NY6INKALUAM U
BbICTYMIEHUAM Ha K/THOYeBbIX
OTpacneBbix KOHPEPEHLIMSX

O4yHoe 0by4deHue B Knaccax,
OCHalLlEHHbIX COBPEMEHHbIMM
annapaTHO-NPOrpaMMHbIMM
cpeacTBaMu 1 060PYAOBaHHbIX
NO MeXAyHapoaHbIM
CTaHOapTam

[lo6poxkenaTenbHbIl
BHUMATENbHbIN KONNEKTUB
Y4ebHOro LeHTpa Bceraa paj
BamM nomMoub!




mapars - OBYYEHIE M0

Y4e6Hblil LeHTp

_ «MHbopMaLmoHHaa 6e30MacHOCTb», 512 YacoBs

'0OBEKTOB KPUTNYECKON NHDOPMaLMOHHOK MHbpacTpyKTypbl, 10 AHEN

X 06paboTKe B MHPOPMALIMOHHbBIX cnuctemax, 10 aHewn

TPEBOBAHUWAM PEI'YJTATOPOB

Kypcbl ansa nuuensmatos ®CB Poccum (//Q&Q\\\
MpodeccroHanbHasa nepenoAroToBka no HanpasaeHWo 2\‘)60%%
%\\X"/ oCs Pocﬂ//
uigan T ———

Kypcbl gns nuueHsmnatoB ®CTIK Poccun

TexHuyeckas 3awmuTa KoHbuaeHumanbHon nHpopmaumnm

MpodeccunoHanbHaa NepenoaroToBKa no HanpaBieHMHo
«HpopMaLMoHHasa 6e30nacHOCTb. TexHnyecKkas 3aLmTa

- KoHduaeHUManbHo nHpopmMaumm», 360 yacos / 510 Yacos

TexHunYeckad sawmTa MHpopmMaLmn. OpraHmsauma salmThbl
MHbOPMAaLIMN OrpaHNYEHHOro AOCTYNa, HE COAEPKALLIEN /\

~ CBe[leHUs, CoCTaBdoLMe rocyaapCTBeHHYO TarHy, 10 aHel T nm,m

TexHuyeckas 3almTa nHpopmaLmm. Cnocobsl 1 cpeacTBa

3aLMTbl MHhOPMaLMM OrpaHNYeHHOro 4oCcTyna, \\f,/g«/
He codepyKallein CBeeHNs, COCTaBNSAOLLME rOCYAapPCTBEHHYHO

~__TaiiHy, OT yTeYKM No TEXHNYECKMUM KaHanam, 10 aHen

3awmra o6vekToB KUU 1 noakntoyenune k NocCOMKA

MporpamMma NoBbILLEHUS KBaNnpuKaLmm CneumanncTos,
paboTatoLLMX B 061aCTK obecnedeHmnss 6e30nacHOCTN 3HAYMMbIX

O6ecneYyeHye 6e3onacHoOCcTM 06bekToB KW, 2 oHA
[MNopsanok noakarodeHnsa n cosganna teHtpa 'ocCOlNKA, T aeHb

KpuTndeckas MHGopMaLmoHHaa nHdpacTpyKTypa -
npaKTuyeckas peanmsawuns TpeboBaHui No o6ecnedeHmno

| 6e30MacHOCTN 3HAYMMbIX OOBEKTOB, 2 OHA

3awMTa nepcoHanbHbIX AaHHbIX (%\\
EESOHACHOCTM
O6ecneyeHre 6e30MacHOCTN NePCOHarnbHbIX AaHHbIX MpK {{Emﬁﬁ’.‘,x)

BbinonHeHune Tpe6oBaHnit MuHkomcesasb Poccum

BesonacHOCTb MHHOOPMALMOHHbLIX TEXHOMOTUIA N UCMOSIb30BaHNE , ) ,N
90 1 PKI Ha ocHoBe «YL| Kpuntollpo» 2.0, 10 gHew {.‘

[locTpoeHre, TOHKaa HaCTPOMKa, TexHMYeckoe obcnyxxmneaHme PKI n

~_mcnonbsosaHue 3l Ha ocHose [MAK «KpunTollpo YL» 2.0, 10 gHen


https://itsecurity.ru/catalog/pp01/
https://itsecurity.ru/catalog/pp03/
https://itsecurity.ru/catalog/pk187/
https://itsecurity.ru/catalog/pk02/
https://itsecurity.ru/catalog/pk187/
https://itsecurity.ru/catalog/bt187/
https://itsecurity.ru/catalog/bt187_2/
https://itsecurity.ru/catalog/bt187_3/
https://itsecurity.ru/catalog/pk123/
https://itsecurity.ru/catalog/bt101/
https://itsecurity.ru/catalog/t127/

BESOITACHOCTb VgopmsauTa
I T-MIHOPACTPYKTYPbI

MpakTnyeckne Kypcbl No 6e30macHOCTN CETEBbIX TEXHOMOMMA 1 NPOTOKONOB, 6ECTIPOBOAHbBIX CETEN,
IP-TenedoHmm, 3aLMTe NEPUMETPA, aHaNN3Y 3aLLUMLLEHHOCTN U OBHAPYXKEHNIO aTaK.

BesonacHOCTb KOMMNbIOTEPHbIX ceTel Ha 6a3e TCP/IP
N
°| BesonacHocTb Windows 7/8.1/10/2012R2/2016, 5 areit
2 : . y
° BesonacHocTb ceTei Ha 6a3e Linux (Unix), 5 aHen

AHanNn3 3allMLLEHHOCTN CETEN, 3 AHA
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", OpraHusaumsa 3awmnTtbl oT DDoS-aTak, 2 AHS

BesonacHocTe Web-npunoxennin, 2 oHsa

AHTONOMMA XaknHra, 5 AHewn

o
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. BesonacHoCTb 6eCNPOBOAHBIX CETER, 3 AHA


https://itsecurity.ru/catalog/bt53/
https://itsecurity.ru/catalog/bt31/
https://itsecurity.ru/catalog/bt12/
https://itsecurity.ru/catalog/kp20/
https://itsecurity.ru/catalog/kp21/
https://itsecurity.ru/catalog/bt06/
https://itsecurity.ru/catalog/kp22/
https://itsecurity.ru/catalog/bt07/
https://itsecurity.ru/catalog/bt15/
https://itsecurity.ru/catalog/bt09/

MHpopM3almTa

Y4e6Hblil LeHTp

ObYHEHWE

ABTOPN3OBAHHOE

Benoyuwme BeHaopbl B chepe MHOOPMALMOHHON 6e30MacHOCTU AOBEPUIM HaAM aBTOPM30BaHHOE
06yYeHmne No CBOMM MPOAYKTAM N TEXHONOTMSAM. YUEOHbIN LEHTP ABNSETCA eAMHCTBEHHbIM B Poccum
aBTOPW30BaHHbIM y4ebHbIM LIeHTPOM KOoMMaHui Positive Technologies, AnagavH P, v ap.
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KomnbtoTepHas KpUMUHANUCTUKA, 5 OHeN

PaccnenoBaHue KOMMbHKOTEPHbIX I'IpeCTyI'IJ'IeHl/IVI

5 aHen

PasBeprlsaHme N agMMHUCTPMpOBaHNE

_MaxPatroI Enterprise Edition, 3 aHs

PasBepTbiBaHWe M aAMUHUCTPUPOBaHME

- MaxPatrol SIEM, 3 aHs

Kaspersky Endpoint Security and Management

basoBbIi Kypc, 3 AHA

MprMeHeHne cnucteMbl 3amTbl Secret Net Studio

- 3 k4

AamunHuncTpuposaHme AMNKL KoHTHeHT Bepcumn 3.9

4 ke

cnonb3oaHue 3l 1 pasBepTbiBaHue PKI

Ha ocHoBe YL| KpunTollpo 2.0, 5 aHen

[MopsafoK pasBepTbiBaHUA U NpumeHeHns PKI

¢ npumeHeHneM NAKM «KpunTollpo HSM», 3 aHA

KopnopaTuBHast cuctemMa ynpaBneHust XKM3HeHHbIM LIMKTOM &
CpeAcTB ayTeHTUdMKaumm 1 3l (TokeHoB) Ha NnaTdhopme Aﬂa,q,C”/'H :

~JaCarta Management System, 5 gHel

IGROUP|IB|

GLOBAL CYBER SECURITY COMPANY

~POSITIVE TECHNOLOGIES

kaspersky

Authorized
Training Center

t(r\
@ ) ) KOA BE3OMACHOCTH

7~ N\
} KPUTTOITPO
N

\ pa


https://itsecurity.ru/catalog/bt16/
https://itsecurity.ru/catalog/bt17/
https://itsecurity.ru/catalog/pt03/
https://itsecurity.ru/catalog/pt13/
https://itsecurity.ru/catalog/kl002_11_1/
https://itsecurity.ru/catalog/k006/
https://itsecurity.ru/catalog/k007_v3_9/
https://itsecurity.ru/catalog/t010/
https://itsecurity.ru/catalog/t031/
https://itsecurity.ru/catalog/al_jms2019/

TEXHOJIOI M 3l 1 PKI rpopusaura

Yue6HbIN LeHTp

B pa3gene cobpaHbl Kypcbl, MOCBSALLEHHbIE BOMNPOCAM UCMOMb30BaHNA PasnyHbIX BUAOB 3/1EKTPOHHbIX
noanucert (3IM) n nHbpacTpyKTypbl OTKPbITbIX Ktodel (Public Key Infrastructure, PKI) B pelueHuax no
3NEKTPOHHOMY AOKYMEHTOOHOPOTY N ANCTAHLMOHHOMY HaHKOBCKOMY OOCY>KMBAHMIO.

/ icnonb3oBaHMe aneKTPoOHHOM NOANMUCKY 1 pa3BepTbiBaHne PKI Ha e
s OCHOBe YaocToBepsitoLlero LeHTpa Kpuntollpo 2.0, 5 aHen ﬁ
E,:" [opAfoK pa3BepTbiBaHUA, HACTPONKU U MPUMEHEHNUS
Y MAK «Kpuntollpo OCSP Server 2.0», 1 feHb
. [NopsadoK pa3BepTbIBaHWSA, HACTPONKN U
npumMeHeHns MNMAK «Kpuntollpo TSP Server 2.0», 1 aeHb
"i@ © AAMUHNCTPATOP 6€30MaCHOCTM OpraHa -
W KpunTorpauyeckomn 3aluTol, 2 AHA
n Onepatop Kpuntollpo YL 2.0, 2 ,EI,HFI;; ﬁ
- [opsiAoK pa3BepTbIBaHNA v NpUMeHeHna PKI . 7

(3] ¢ npumeHeHnem MNAKM «Kpuntollpo HSM», 3 oHS

[Mopaaok pa3BepTbiBaHUA U NpuMeHeHns Sl ana obnadHbix
cepBucoB Ha ocHoBe [NAK «KpunTtollpo DSS», 2 AHsA

:! MopsiAoK pa3BepTbIBaHMS U MPUMEHEHWS CNY>XObl MPOBEPKM
cepTUdUKaTOB 1 aneKTpoHHOM noanmen Kpuntollpo SVS, T aeHb

Onepatop CIM «KpunTollpo DSS», 2 AHs

[ops0oK pasBepTbiBaHMS, TOHKOWM HACTPONKK U SKCMyaTaumm
Kpuntollpo Ngate, 5 aHen



https://itsecurity.ru/catalog/t010/
https://itsecurity.ru/catalog/t017/
https://itsecurity.ru/catalog/t018/
https://itsecurity.ru/catalog/t025/
https://itsecurity.ru/catalog/t029/
https://itsecurity.ru/catalog/t031/
https://itsecurity.ru/catalog/t032/
https://itsecurity.ru/catalog/t033/
https://itsecurity.ru/catalog/t037/
https://itsecurity.ru/catalog/t389/

moomoanrs IKOHOMUYECKAS
SE30MACHOCTb

BNoK  KypcOB MpPaKTUYECKOM HanpaBfeHHOCTM, MOCBSILIEHHbIA  BOMpPOCaM  MNPOTUMBOAENCTBUA
KOPMOpaTUBHOMY KOPPYMLMK, MOLLEHHUYECTBY M 60pbbe C OTKaTtamMu, 3/10yNnoTpebneHnaM, BeAeHNIO
NErMTUMHOM  KOHKYPEHTHOM  pasBefKM, TMPOBEPKE KOHTPAreHToB, paboTe C  HersiacHbIMu
NH(bOpMaTopamMu, 1 T.4.

OueHKa npuBAeKaTeNbHOCTN BU3HECA C TOUKMN 3pEHNS ”"
penaepoB. 3allmTa OT penaepckux atak, 2 aAHa

Bopbba ¢ BHYTPMKOPNOPaTMBHbIM MOLLEHHUYECTBOM
2 OHsA

AKTyanbHble BONPOChI MOCTPOEHNS
1 OYHKLMOHNPOBAHMSA CY>KObl KOPNOpaTUBHOM .
6e30MacHOCTN KOMMaHuK, 3 AHA \

\5§” *

CucTtemMa NpoTMBOAENCTBUS HE3AKOHHBIM METOAaM
KOHKYPEHTHOWM pasBeaky, 3 AHA

[loroBopHas paboTa — CHUXXEHWE PUCKOB s
MOLUEHHNYeCTBa, 1 AeHb Vi

KOMMMEeKCHbIN ayanT Cry>K6bl 9KOHOMMUYECKOWM
6e30MacHOCTK, 2 AHA

Vlcnonb3oBaHue MHPOPMaLMOHHO-aHaMUTUYECKIMX .
CUCTEM AN MPOBEPKM KOHTPAreHToB, 2 AHS -

— [NpoTnBOAENCTBNE & OQ
- KOPMoOpaTMBHOMY MOLLIEHHUYECTBY o

B KpeAUTHOM OpraHnsaunm, 2 aHs &

YnpaBneHue 4ebUTOPCKON 3a40IKEHHOCTbIO.
Mcnonb3oBaHue MHHOOPMaLMOHHO-aHaIUTUYECKMX B’ E
MaCCUBOB, 2 AHA

OpraHusauus NpoTMBOAENCTBUS KOPPYNLMN B
rocyfapCTBEHHbIX Kopropauusx (KoMnaHusx), 5 gHe



https://itsecurity.ru/catalog/eb02/
https://itsecurity.ru/catalog/eb03/
https://itsecurity.ru/catalog/eb05/
https://itsecurity.ru/catalog/eb06/
https://itsecurity.ru/catalog/eb18/
https://itsecurity.ru/catalog/eb21/
https://itsecurity.ru/catalog/eb23/
https://itsecurity.ru/catalog/eb25/
https://itsecurity.ru/catalog/eb27/
https://itsecurity.ru/catalog/eb34/

KAﬂlPO BAS:l yn;lqntgpr:samma
bE3OIACHOCTb

MporpamMmMbl MOCBALLEHbI BOMPOCaM KagpoBOro npodainnHra, KagpoBOi 9KCMepTuabl, noabopy
61aroHafeXHbIX COTPYAHVKOB, NMPOTUBOAENCTBUIO BEpOOBKE NMepcoHana, annapaTHO-MporpaMMHbIM
CPeACTBaM BbIABMEHNST MOLUEHHNKOB M PabOTHUKOB, OTHOCALLMXCS K Fpynmnam pucka, 6e30nacHoMy
YBOJIbHEHUIO TOM-MEHEIKEPOB Y MHOIOMY [1pYrOMYy.

[MpOTMBOLENCTBME COLMANbHON MHXeHepun, T OeHb

KoprnopaTuBHbIe 3110ynoTpedteHms
TON-MEHeKMEHTA, 2 AHA

@@ TexHonormmM KagpoBom 6e30nacHOCTH, 2 AHA

YBOJIbHEHNE OCBEIOM/IEHHOIO COTpyOHMKa: 30Ha
OTBETCTBEHHOCTMU Cﬂy>K6bI 6e30nacHoCTH, 2 AHA

@ KopnopaTnBHas KpUMUHANMCTUKA: OT CY>XEOHOro
paccfefoBaHus K cny>kebHon npoeepke, 1 AeHb
[ |
=]
w KaapoBas akcnepTtnaa, 2 oHs
0:: KagpoBbii npoannmHr, 2 gHs
-~ .
MpoTMBOAENCTBME KOPNOPATUBHOMY
i MOLLUEHHUYECTBY COTPYAHMKOB KOMMAHUN, 5 AHEN
» %0 § 3
» M o MpoTnBoAEeNCTBME KOPNOPATUBHOMY MOLLIEHHUYECTBY
"i.’ COTPYAHNKOB PYKOBOASLLErO 3BEHA, 5 AHEN
B
L=rs s KomnnekcHoe obecnevyeHme

LK T kaApOBOIt 6e30MaCHOCTY KOMMaHUu, 5 fHeik



https://itsecurity.ru/catalog/eb12/
https://itsecurity.ru/catalog/eb13/
https://itsecurity.ru/catalog/eb14/
https://itsecurity.ru/catalog/eb29/
https://itsecurity.ru/catalog/eb30/
https://itsecurity.ru/catalog/eb32/
eb36
https://itsecurity.ru/catalog/eb401/
https://itsecurity.ru/catalog/eb402/
https://itsecurity.ru/catalog/eb601/

maopwawra | OBBILIEHWE
OCBEIOMJIEHHOCTW
10 MHOOPMALIMOHHOW
FEESOMACHOCTM

MporpaMmbl NOBbILLEHNS OCBEAOMIIEHHOCTU OPUEHTUPOBAHbI HA MUHUMM3ALMIO PUCKOB KOMMaHNN U
YMEeHbLLEHNE MOTeEPb OT HeyMbILEHHbIX AEACTBUIA MepcoHana npu paboTe C KOPMopaTUBHbIMM
MHMOPMALIMOHHBIMI CUCTEMAMM 1 MHPOPMaLMER OrpaHUYEHHOro AOCTYyNa.
Mbl npeanaraeM pa3paboTKy M peanusaumo MeponpusaTUii Mo MOBbIWEHWUIO OCBEAOMAEHHOCTH
nepcoHana B 06nacTn MHMOPMaLMOHHOM 6e30MacHOCTY. %N-\VIE ATMOCq,
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1 5 OOO+ OPI_AH MSAL“/”?' WHpopm3alumTa
NOBEPAKO T HAM

[MOAINOTOBKY
CBOMX CIELVAJINCTOB

Yue6HbIN LeHTp

YNPABJTIEHVE OEJTAMA @EﬂEPAﬂbHAﬂCHYWBA MWHWCTEPCTBO @EﬂEPAﬂbHOE OELEPATIBHAA

MPE3NAEHTA MNCMOJSTHEHMSA OBOPOHbI POCCUIMCKOM KASHAYEMCTBO HAJTOrOBASA
POCCUHMCKOM HAKA3AHWM OELEPALIN POCCUMCKOM OEAEPALIMM CITY)KBA
OELEPALIN
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